
McDermot t 
Will &Emery 

EX PARTE OR LATE FILED 4 ORIGINAL 
SeM D. Greenstein 
Attorney at Law 
sgreenstein@mwe.com 
(202) 7558088 

Muntch NewYwk OranpeCounty Rwne San Diego SiImValley 

Boston EruMeIa Chtcrrgo DOsseldcfl London LosAngeles Mlaml Milan 

July 20,2004 

Ms. Marlene H. Dortch 
Federal Communications Commission 
Office of the Secretary 
445 12th Street SW 
Washington, D.C. 20554 

Re: Ex Parte Submission in Docket MB 04-64, In the Matter of Digital Output 
Protection Technology and Recording Method Certifications: Digital 
Transmission Content Protection 

Dear Ms. Dortch: 

In response to a request from the Media Bureau, DTLA submits herewith supplements its earlier 
submissions regarding the Specification for DTCP over the Bluetooth wireless interface with 
additional material concerning the operation of the Bluetooth protocols, and a slide created by 
DTLA indicating generally the relationship of DTCP to the Bluetooth audiovisual protocol. 

In accordance with Section 1.1206 of the Commission rules, this original and one copy are being 
provided to your office. 

Very truly yours, 

Seth D. Greenstein 

Enclosure 

rig. of ccpim 
List ABCDE 

U.S. practice conducted through McDermon Will 8 Emery LLP. 

600 Thirteenth Street, N.W. Waahlngton D.C. 200053096 Telephone: 202.766.6000 Facslmlle: 202.766.8087 www.mva.com 

mailto:sgreenstein@mwe.com
http://www.mva.com


Short Description of Bluetooth 

Good judgment comes from long experience. 
Long experience comes from exercising bad judgment. 

Harald Bluetooth was a Viking 
chieftain, named for his dark 
complexion, and not for any miss- 

He was king of Norway and Denmark 

Germany. Harald Bluetooth converted one might be stuck all day, 

Bluetooth Kits: 

An aDDlication tool kit and 
A development kit. 



virtually any 
other digital 
device can be 
part of the 
Btuetooth 
system. 

The Bluetooth 
radio technology 
also provides a 
universal bridge 
to exlstlng data 
networks, a 
peripheral 
interface, and a 
mechanism to 
form small 
private ad hoc 
groupings of 
connected 
devices away 
from fixed 
network 
infrastructures. 

The work with 
development of 
Bluetooth was 
started by 
Ericsson 
Mobile 
Communication 
in 1994. It is 
ideally suited to 
FLYWAYS need 
for a functional 
interface 
between 
travelers and the 
system. It could 
also be used in 
:ommunication 

3eamcars. 
rhese 2 uses 
are described on 
wo separate 
Nebpages; 
lk!.ml 
Bluetooth 
Passeba er 
mrface" and 
'usina 
3luetooth as 

Nith the 

as 

I 

3luetooth profiles. 



1. Bluetooth's background and competition 

n 1995, the 
telecommunication 
s and information 
technology 
industries 

recognized that a lowcost, 
low-power radio based cable 
replacement, or wireless link, 
would be feasible, thus 
eliminating the need for 
communication cables for 
short distances. Such a 
ubiquitous link would provide 
the basis for small portable 
devices to communicate 
together in an ad-hoc fashion. 

A study was done, and the 
technology, code named 
"Bluetooth", was soon 
defined. The goal was to 
provide reliable service for 
mobile and business users by 
means of a small, short range 
radio-based technology. This 
would be integrated into 
production line models of a 
range of different devices. 

Surfing on the 
CyberShuffle 

The University of California at 
San Diego has introduced a 
shuttle bus they call the 
CyberShuttle that allows 
passengers to surf the Web 
and send e-mail. The bus 
connects the university 
campus with a commuter 
train station, a 30-minute 
round trip that many students 
take daily. The CyberShuttle 
combines 802.1 1 b technology 
with a product developed by 
Qualcomm known as 36 
broadband. These two 
technologies are generally 
considered incompatible, but 
researchers at the university 
were able to make the two 
work together, providing 
service comparable to DSL or 
a cable modem while on a 
bus traveling 65 mph. 
Chronicle of Hiqher 
Education, 2 April 2002. 

The 802.15.1 Standard 

The Institute of Electrical and 
Electronic Engineers (IEEE) has 
developed and approved a new 
wireless standard, 802.15.1, that 
is fully compatlble with 
Bluetooth. As with Bluetooth, the 
new standard has a smaller 
transmission range and lower 
speed than the 802.11 standard, 
although both standards run in 
the 2.4 GHz range. The IEEE 
Std 802.15.1 "-2002 standard is 
an additional resource for those 
who implement Bluetooth 
devices. 

The lower transport layers 
(LPCAP, LMP, Baseband, and 
radio) of the Bluetooth" wireless 
technology are defined. Also 
specified is a clause on SAPS 
which includes a LLCMAC 
interface for the ISOAEC 8802-2 
LLC. Also specified is an 
normative annex which provides 
a Protocol Implementation 
Conformance Statement (PICS) 
proforma. Also specified is a 
informative high level behavioral 
ITU-T 2.100 Specification and 
description language (SDL) 
model for an integrated 
Bluetooth MAC Sublayer. 

The 802.15.1 standard is 
supported by the Bluetooth 
Special Interest Group, which 
receives support from BCOm, 
Nokia, Intel, and other wireless 
industry stalwarts. 
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Why not use Infrared 
transmissionlreception? 

Some readers may wonder why a 
new shortdistance, wireless 
communication standard, such as 
Bluetooth, is necessary, when 
there is IrDa. a transmission 
technique which is used primarily 
in remote controls. The Infrared 
Data Association (IrDA) specifies 
three infrared communication 
standards: IrDA-Data, IrDA- 
Control, and a new emerging 
standard called Alr. For our 
comparative purposes, it's the 
IrDA-Data-standard that would 
apply. 

Well, lrDa has its advantages, but 
it is not quite up to our task, for 
various reasons. Primarily, lrDa is 
point-to-point, it's very directional, 
it won't transcend opaque 
materials, etc. We won't delve 
further into this matter here, but a 
comparison of these 2 systems 
can be found at the Extended 
Svstems Inc. website. 

1 Why not use Airport? 

_I- 

,<- 

"Airmrt" is a wireless 
communications system, which, 
like Bluetooth, is based on the 
IEEE 802.11 recommendation. It 
also uses 2.4 GHz frequency 
band, but its range is about 45 
meters and it boasts a 
transmission speed of 11 
Mbitlsecond. It is developed by 
Lucent Technologies and used 
with ADDles Maclntosh, and not 

__ 

Why not use Wireless 
LAN? 

!&EL" is the name of a 
Wireless LAN-technology similar, but simpler, 
(WLAN) might sound like an 
alternative to Bluetooth. Well, 
they are both based on the 
same communications enables wireless 
standard (IEEE 802.11) and 
use the same frequencies for 
carriers. But there the 
similarities end. WLANs use 
ordinary LAN protocols for 
communication; not so 
Bluetooth, because Bluetooth 
is not meant for LAN- 
communications. Nor is 
Bluetooth meant for T1 connection. 
transmitting huge amounts of 
data, as are LANs and 
WLANs. LAN protocols have 

Bluetooth puts its emphasis on 
dynamically handling mobile 
units of various kinds. 

the unlicensed spectrum 

which is about seven 
times faster than a typical 

Bluetooth and other home 

superior technologies, but 

certain open architecture 
gains esiape velocity, it 
will comer the market. The 
cost declines brought on 

Why not use UWB? 1 by ramping up unit 

Ultra-wideband (UWB) 
transmission, if approved by 
the FCC, could lead to the 
development of technology 
with throughput capacity far 
superior to 802.1 1 b wireless 
LANs. In turn, 802.1 1 b and 
short-wave Bluetooth radios 
could be replaced with UWB 
products that offer lower costs, 
higher bandwidth, and greater 
user support. 

UWB transmissions do not 
involve carrier signals, and 
thus eliminate waveband 
crowding. Furthermore, UWB 
transmitters and receivers 
have relatively few 
construction, operational, and 
maintenance needs. The 
power requirements are also 
quite small, in the 50- to 70- 

- -  

volumes alone are enough 
to thwart any competitive 
threat. 

Wi-Fi has all the makings 
of a pervasive, explosive 
technology: huge growth, 
a strong value proposition, 
multiple and expanding 
uses, industry 
standardization, and 
global standardization. 
The technology's flaws are 
nothing more than a 
speed bump, given the 
billions of dollars of RBD 
already poured into this 
space. But in certain 
applications, nothing can 
replace the more 
advanced Bluetooth 
protocol. 

,I Microsoft has not added 
I 
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much details are published about 
it, compared to the completely 
3pen Bluetooth. Apparantly, it is 
m l y  available in small modules for 
interconnection between Apple 
2ornpatible equipment and the 
Internet. It seems clear, however, 
that Airport does not have the 
sophisticated protocols that 
Bluetooth has. 

4irport thus cannot be of use for 
Flyway’s vehicle communications. 
The longe range of Airport can be 
3btained (and superseeded) by 
Bluetooth. Possibly can the 11 
Wbiffsecond transmission speed 
De of use to passengers in the 
:ars. 

- -  - I- - 
milliwatt range. In addition, Bluetooth capabilities to its 
since pulse signals blend so 
easily into background Windows XP, but instead 
electronic noise, UWB included Wi-Fi support. 
transmissions are well Although Wi-Fi requires 
protected. that users be within the 

proximity of a transmitter, 
Ultra Wide Band is a wireless it Offers faster speeds and 
communications technology easy adaptation for 
that can currently transmit programs because it so 
data at speeds between 40 to closely resembles 
60 megabits per second and traditional networking. In 
eventually might come up to 1 contrast, Bluetooth would 
gigabit per second. UWB allow devices to 
transmits ultra-low power radio , m m ~ n i c a t e  directly with 
signals with very short 
electrical pulses, often in the 
picosecond (1 millionth of a 

~ newest version of 
I 

1 one another instead of 
going through a 
transmitter. 

second) range, across all 
frequencies at once. UWB 
receivers must translate these 
short bursts of noise into data 
by listening for a familiar pulse 
sequence sent by the 
transmitter. 

UWB has low power 
requirements, and is therefore 
very difficult to detect and thus 
difficult to regulate. Because it 
spans the entire frequency 
spectrum (licensed and 
unlicensed), it can be used 
indoors and underground, 
unlike GPS. 

There are worries that UWB 
devices operating below 2 
GHz will break into global 
positioning system, air traffic, 
television, and other 
broadcasts. There is also the 
question whether UWB wiil 
support all the higher 
protocols included in 
Bluetooth. 

You can read more about 
UWB here. 

I 

2. The IEEE 802.11 Standard 



3. Technological characteristics 

Bluetooth standard was to arrive at a 

mobile computing and communications 
devices, and providing: 

1. 
2. 
3. 
4. 

5. 

6. 

7. 
8. 

Global usage 
Voice and data handling 
The ability to establish ad-hoc connections 
The ability to withstand interference &om 
other sources in open band 
Very small size, in order to accommodate 
integration into variety of devices 
Negligible power consumption in 
comparison to other devices for similar use 
An open interface standard 
Low cost 

1. 

2. 

3. 

4. 

5. 

6. 

issionlreeeption rate 
mum available channel 

Fast frequency hoppin 
interference. 



cost single chip integration. 

to minimize current consumption. 
9. Transmissionlreception interface tailored 

These features will enable Bluetooth to provide 
extremely flexible and high data rate links even 
in the presence of severe interference. In 
addition to performing well when signal 
conditions are good, as the interference 
increases the performance degradation will 
remain minimal and gradual, enabling stable 
links to be maintained. 

environments. 

4. Technical Information 

A Bluetooth Piconet 

Figure 4:l 
I A Bluetooth Scatternet I 

Figure 4:2 
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! General 

luetooth technology has been 
designed to operate in noisy 
radio frequency environments, 
and uses a fast 
acknowledgement and 

frequency-hopping scheme to make the 
link robust, communication-wise. 
Bluetooth radio modules avoid interference 
from other signals by hopping to a new 
frequency after transmitting or receiving a 
packet. Compared with other systems 
operating in the same frequency band, the 
Bluetooth radio typically hops faster and 
uses shorter packets. This is because short 
packages and fast hopping limit the impact 
of microwave ovens and other sources of 
disturbances. Use of Forward Error 
Correction (FEC) limits the impact of 
random noise on long-distance links. 

The Bluetooth baseband protocol is a 
combination of circuit and packet 
switching. Time slots can be reserved for 
synchronous packets. A frequency hop is 
done for each packet that is transmitted. A 
packet nominally covers a single time slot, 
but can be extended to cover up to five 
slots. Bluetooth can support an 
asynchronous data channel, up to three 
simultaneous synchronous voice channels, 
or a channel which simultaneously supports 
asynchronous data and synchronous voice. 

I 2 Power Levels 

The Bluetooth specification has two power 
levels defmed; a lower power level that 
covers the shorter personal area within a 
room, and a higher power level that can 
cover a medium range, such as within a 
home. Software controls and identity 
coding built into each microchip ensure 
that only those units preset by their owners 
can communicate. 

I 

Power Saving: t h e  HOLD MODE 

The ACL link of a connection between 
two Bluetooth devices can be placed in 
hold mode for a specified hold time. 
During this time no ACL packets will be 
transmitted from the master. The hold 
mode is typically entered when there is 
no need to send data for a relatively 
long time. The transceiver can then be 
turned off in order to save power. But 
the hold mode can also be used if a 
device wants to discover or be 
discovered by other Bluetooth devices, 
or wants to join other piconets. What a 
device actually does during the hold 
time is not controlled by the hold 
message, but it is up to each device to 
decide. 

Dynamical Regulation of 
Transmitted Power 

If the RSSl value (which is a 
measurement of transmitting antenna 
power) differs too much from the 
preferred value of a Bluetooth device, it 
can request an increase or a decrease 
of the other device's TX (i.e. 
transmitted) power. Upon receipt of this 
message, the output power is 
increased or decreased one step. At 
the master side the TX power is 
completely independent for different 
slaves; a request from one slave can 
only effect the master's TX power for 
that same slave. 

Functional parts of t h e  Bluetooth 
system: 

a radio unit 
a link control unit 
link management 
software functions 

8 
Deflnltions used 

Piconet: a 
collection 
of devices 
connected 
via 
Bluetooth 
technology 
in an ad 
hoc 
fashion. A 
piconet 
starts with 
two 
connected 
devices, 
such as a 
portable 
PC and 
cellular 
phone, and 
may grow 
to eight 
co n nected 
devices 
(see figure 
4:l above; 
that's why 
the 
required 
address- 
space is 
limited to 3 
bits). All 
Bluetooth 
devices are 
peer u n b  
and have 
identical 
implementa 
tions. 
However, 
when 
establish i n 
g a piconet, 
one unit 
will act as a 
master for 
synchoniza 
tion 
purposes, 
and the 
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other@) as 
slave@) for 
the 
duration of 
the piconet 
connection. 
Scatternet: 
Two or 
more 
independe 
nt and non- 
synchroniz 
ed piconets 
that 
communica 
te with 
each other. 
As shown 
in figure 
4:2 above, 
a slave as 
well as a 
master unit 
in one 
piconet can 
establish 
this 
connection 
by 
becoming a 
slave in the 
other 
piconet. 
Master 
unit: the 
device in a 
piconet 
whose 
clock and 
hopping 
sequence 
are used to 
synchroniz 
e all other 
devices in 
the piconet. 

units: all 
devices in 
a piconet 
that are not 
the master 
(up to 7 
active units 
for each 

Slave 



master). 

address: a 
3-bit Media 
Access 
Control 
address 
used to 
distinguish 
between 
units 
participatin 
g in the 
piconet. 
Parked 
units: 
devices in 
a piconet 
which are 
synchroniz 
ed but do 
not have 
MAC 
addresses. 
Sniff and 
hold 
mode: 
devices 
that are 
synchroniz 
ed to a 
piconet, 
and which 
have 
temporarily 
entered 
power- 
saving 
modes in 
which 
device 
activity is 
lowered. 
AnAd-hoc 
network is 
a simple 
network 
where 
cornmunica 
tions are 
established 
between 
multiple 
stations in 

Mac 



1 Technical Specifications 

he Bluetooth air interface is based 
on a nominal antenna power of 0 
dBm. Spectrum spreading has been 
added to facilitate optional operation 
at power levels up to 100 mW 

worldwide. It is accomplished by frequency 
hopping in 79 hops displaced by 1 MHz, 
starting at 2.402 GHz and stopping at 2.480 
GHz. Due to local regulations, the bandwidth is 
reduced in Japan, France and Spain. This 
bandwidth reduction is handled by an internal 
sofhvare switch. The maximum frequency 
hopping rate is 1600 hop& 

TransmissionlReception characteristics 

The nominal link range is 10 centimeters to 10 
meters, but can be extended to more than 100 
meters by increasing the transmit power. 

Number of channels: 79 
Channel division: 1 MHz 
Transmission speed: 1 Mbitfsec. 
Modulation: 2-level FSK 
Modulation index: 0.32 (0.28 - 0.35) +I- 160 
kHz 
Frequency deviation: +/- 165 kHz 

Receiver: RX sensitivity, -70dBm, IP 3, - 
IGdBm, CP 1 dB, -6dBm 
Double-sided IF bandwidth, 
I.OMHz, C/I co-channel (0.1% BER), 
I ldB, C/I 1MHz (0.1% BER), 

18 dB. In-band image rejection, 20 dB. 

-8dB, CII S 2MHz (0.1 % BER), 
-4OdB, CII AWGN (0.1% BER), 

Transmitter: TX power: nominal 0 dBm, 
optional range, -30 - +20 dBm 
Modulation index (no 1st) 0.28-0.35, TX carrier 
-- ._.i.l - - - - - - -_ - - I ---- -- - - 

I I 

For the curious: 

Although Bluetooth is 
meant for short- 
range 
communication, it is 
quite permissibte to 
increase the range to 
100 meters. 
Considering the 
tolerance levels for 
background noise 
(and a receiver 
sensitivity of -70 
dBm), the output power from an 0 
directional transmitter would need 
mW. This transmission power is cfassed a6 
"Class I", and is specified in "Radio 
Specification" in the Bluetooth-spec., ver. 1 .O, 
ref. 2. 

equipment in the vicinity. 

transmitkcccke 

trmsmitl 

power 
WndMar 

bmdp.a 
flitor 

BI uetioot h RF-corn ponents 
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offset C75kHz 
Adjacent channel power (1MHz) -20 dBm 
Out of band spuriouses 50 dB 
Power control requirements: optional range -30 
- +20 dB. 

Tolerated background nolse within 
transmission band: 

Frequency offset Max level 

+/- 550 kHz - 20 dBc 

IM-N1<2 - 20 dBm 

IM-N1<3 - 40 dBm 

Tolerated background noise outside 
transmission band: 

Frequency range Max level 

30 MHz - 1 GHz - 36 dBm 

1 GHz - 12.75 GHz - 30 dBm 

1.8GHz-1 .9GHz -47dBm 

5.15 GHz - 5.3 GHz - 47 dBm 

I 

The various specifications and standads 
that are used: 

1. Based upon a small, high performance 
integrated radio transceiver, each of 
which is allocated a unique 48-bit 
address derived from the IEEE 802 
standard. 

2. Operate in the unrestricted 2.45GHz 

. -- _I-.. . . llllll_.l I 

Figure 4.4 

4s can be seen from figure 4. 
>art of a Bluetooth-transceiver 
Nith: 

1. a passband filter, wh 
frequencies outside th 
which is used at the 

Amplification. 

The specification puts some limits an the 
,peration of the RF-part. Th 

30% at 140 mA. Th 
De shut off during 

Two digital controlbi 

Dower levels. 



ISM "free band, which is available 
globally although slight variation of 
location and width of band apply. 

3. Range set at 10m to optimize for target 
market of mobile and business user. 

4. Gross data rate 1 MbiUs, with second 
generation plans to increase to 2 
Mbitls. 

I 

5. Bluetooth Architecture Overview 

igure 5:l provides an 
overview what protocols are 
used and supported in 
Bluetooth, and how they tie in 
together. As is usual in this 

kind of charts, the protocols are roughly 
hierarchically shown, with the "highest" 
protocols on top. In data communication 
contexts, this hierarchy means 2 things: 

1. The higher protocols depend on 
the lower in order to exist. But the 
lower protocols can do without the 
higher, or they can support other 
protocols on the higher levels. 
The higher protocols are usually 
"closer" to the user, insofar as 
they provide human-oriented 
services. 

2. 

These protocols can be divided into 4 
categories: 

1. core protocols 
2. cable replacement protocol 
3. telephony control protocol 
4. adopted protocols. 

These 4 categories are detailed below. 

I H CI 

Figure 5:l 



mobile unit 
(Master) 

station cubicles stationary units 
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protocols 

Baseband 

The Baseband and Link 
Control layer enables the 
physical RF link between 
Bluetooth units forming a 
piconet. This layer controls 
the Bluetooth unit's 
synchronisation and 
transmission frequency 
hopping sequence. The 
two different link types 
dehed in Bluetooth, 
Synchronous Connection 
Oriented (SCO) and 
Asynchronous 
Connectionless (ACL), are 
also managed by this layer. 
The ACL links, for data, 
and the SCO links, mainly 
for audio, can be 
muttipkxed to use the 
same RF link. 

Audio 

Audio transmissions can be 
performed between one or 
m m  Bluetooth units, using 
many different usage 
models. Audio data do not 

- 
Link Manager Protocol (LMP) 

LMP is responsible for link set- 
up between Bluetooth units. It 

pecification suppwts a 

l ink Manager Protocol also 
handles management of power 
modes, power consumption, 
and state of a Bluetooth unit in a 
piconet. Finally, this layer 
handles generation, exchange 
and control of link and 
encryption keys for 
authentication and encryption. 

Logical Link Control and 
Adaptation Protocol (LZCAP) 

The Bluetooth logical link control 
and adaptation protocol, 
LPCAP, is situated o 
Baseband layer and the 
Link Manager Protocol in the 
Bluetooth protocol stack. The 
LPCAP layer provides 
connection-oriented and 
connectionless data services to 
upper layers. The four main 
tasks for L2CAP are: 

An UCAP impleme 

SDP defines how a Bluetooth 

1. MuMpiexlng: LPCAP 
must support protocol 
muttipkxhg, since a 

ll_ll 
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go through the LZCAP 
layer but go directly, after 
opening a Bluetooth link 
and a straightforward set- 
up, between two Btuetooth 
units. 

Host Controller Interface 
(tm 
HCI provides a uniform 
interface method for 
accessing the Bluetooth 
hardware capabilities. It 
contains a command 
interface to the Baseband 
controller and link manager 
and access to hardware 
status. It also contains 
control and event registers. 

operate over L2CAP. 
2. Segmentation and 

Reassembly: Data 
packets exceeding the 
Maximum Transmission 
Unit, MTU, must be 
segmented before being 
transmitted. This and 
the revetse 
functionality, 
reassemble, is 
perfOlTTl CAP. 

3. Qualrty ce: The 
establishment of an 
L2CAP connection 
allows the exchange of 
information regarding 
current Quality of 
Service for the 
connection between the 
two Bluetooth units. 

3. Telephony control protocol 

Telephony Control -Binary 

The Telephony Control protocol - 
Binary, TCS Binary or TCS BIN, is a 
bitoriented protocol, which defines the 
call control signalling for the 
establishment of speech and data calls 
between Bluetooth units. The protocol 
defines the signalling for estabtishment 
and release of calls between Bluetooth 
units. As well as signalling to ease the 
handling of groups of Bluetooth units. 
Furthermore, TCS Binary provides 
functionality to exchange signalling 
information unrelated to ongoing calls. 
Establishment of a voice or data call in 
a point-to-point configuration as well as 
in a point-to-multipoint configuration is 
covered in this protocol (note, after 
establishment, the transmission is from 
point to point). The TCS Binary is 
based on the ITU-T Recommendation 
Q.931. 

functionality for detecting when 
a service is no longer available. 

4. Adopted 
protocols 

ontent Rnnatr 

This section describes a 
number of protocols that 
are defined to b 
to the Bluetooth 

PPP 

ation PPP is a packetoriented 
protocol and must 
therefore use its serial 
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Telephony Control -AT Commands 

A number of AT -commands are 
supported for transmitting control 
signals for telephony control. They use 
the serial port emulation, RFCOMM, for 
transmission. 

TCPlllDPllP 

The TCPIUDPIIP 

instance, to the Internet. 
Hence, the Bluetooth unit 
can act as a bridge to the 
Internet. The TCPIIPIPPP 
protocol configuration is 
used for all Internet Bridge 
usage scenarios in 
Bluetooth 1 .O and for 
OBEX in future versions. 
The UDPIIPIPPP 
configuration is available 
as transport for WAP. 

OBEX Protocol 

IrOBf3, as is the correct 
term, is an optional 
application layer protocol 

communication to 
exchan 
of data 
a resource-sensitive 
standardised fashion. 
OBEX uses a client-server 
model and is independent 
of the 
mech transport 
API. The OBEX protocol 
also defines a folder- 

transport layer for OBEX. 

- - "  I I _  

bringing the Internet 
mobile devices. Blu 
can be used like other 

Server. 

6. How Bluetooth functions 



How network connections are  
established 

A connection is made by a 
PAGE message being sent if i 
the address is already : 
known, or by an INQUIRY ; message followed by a 
subsequent PAGE message, 
if the address is unknown. 

In the initial PAGE state, the 
master unit will send a train of 

on 16 different hop 
frequencies defined for the 
device to be paged (slave 
unit). If no response, the 
master transmits a train on the 
remaining 16 hop frequencies 
in the wake-up sequence. 

The maximum delay before 
the master reaches the slave 
IS twice the wakeup period 
(2.56 seconds) while the 
average delay is half the 
wakeup period (0.64 
seconds). 

The INQUIRY message is 
typically used for finding 
Bluetooth devices, including 
public printers, fax machines 
and similar devices with an 
unknown address. The 

16 identical page messages 

' 

luetooth supports 

and point-to-multi- 
point connections. 
Several piconets 

both point-to-point 

A power saving mode can be 
used for connected units in a 
piconet if no data needs to be 
transmitted. The master unit 
can put slave units into HOLD 
mode, where only an internal 
timer is running. Slave units 
can also demand to be put into 
HOLD mode. Data transfer 
restarts instantly when wits 

The HOLD is used when 
connecting Several piconets or 
managing a low power device 
such as a temperature sensor. 

In the SNIFF mode, a slave 
device listens to the piconet at 
reduced rate, thus reducing its 
duty Cycle. The SNIFF interval 
is PrWammable and depends 
on the application. 

In the PARK mode, a device is 
still synchronized to the piconet 
but does not participate in the 
traffic. Parked devices have 
given up their MAC address 
and only occasionally listen to 
the traffic Of the master to re- 
synchronize and check on 
broadcast messages. It can 
thus receive broadcasts, but 

transition out of HOLD mode. 

(see defmition above) can be 
established and linked together 
ad hoc, where each piconet is 
identified by a different 
frequency hopping sequence. All 
users participating on the same 
piconet are synchronized to this 
hopping sequence. 

Before any connections in a 
piconet are created, all devices 
are in STANDBY mode. In this 
mode, an unconnected unit 
periodically "listens" for 
messages every 1.28 seconds. 
Each time a device wakes up, it 
listens on a set of 32 hop 
frequencies defined for that unit. 
The number of hop fkequencies 
varies in different geographic 
regions; 32 is the number for 
most countries. 

The connection procedure for a 
nonexistent piconet is initiated 
by any of the devices, which then 
becomes master of the piconet 
thus created. 

pesponses. 

Types of Links and packets 

The link type defines what type of packets 
can be used on a particular link. The 
Bluetooth baseband technology supports 2 
link types: 

Synchronous Connection Oriented 

Asynchronous Connectionless (ACL) 

(SCO) type 
(used primarily for voice). 

type 

I 

R' 

There are 3 er ro ra  
Bluetooth baseband 

1/3rateforward 
2/3 rate forward 
Automatic repeat request (A 
data. 

The purpose of the FEC sche 
is to reduce the number of ret 



(used primarily for packet data). 

Different master-slave pairs of the same 
piconet can use different link types, and the 
link type may change arbitrarily during a 
session. Each link type supports up to sixteen 
different packet types. Four of these are 
control packets and are common for both 
SCO and ACL links. Both link types use a 
Time Division Duplex (TDD) scheme for full- 
duplex transmissions. 

scheme is applied 
is directty acknowl 

The SCO link is symmetric and typically 
supports time-bounded voice traffic. SCO 
packets are transmitted Over reserved 
intervals. Once the connection is established, 
both master and slave units may send SCO 
packets without being polled. One SCO 
packet type allows both voice and data 
transmission -with only the data portion 
being retransmitted when corrupted. The ACL 
link is packet oriented and supports both 
symmetric and asymmetric traffic. The master 
unit controls the link bandwidth and decides 
how much piconet bandwidth is given to each 
slave, and the symmetry of the traffi. Slaves 
must be polled before they can transmit data. 
The ACL link also supports broadcast 
messages from the master to all slaves in the 

Software Framework 

Bluetooth devices will be required to support 0 

baseline interoperability feature requirements 0 

to create a positive consumer experience. 
For some devices, these requirements will 
extend from radio module compliance and air 
protocols, up to application-level protocols 
and object exchange formats. For other 
devices, such as a headset, the feature 
requirements will be significantiy less. 
Ensuring that any device displaying the 
Bluetooth "logo" interoperates with other 
Bluetooth devices is a goal of the Bluetooth 
program. 

Software interoperability begins with the 
Bluetooth link level protocol responsible for 
protocol multiplexing, device and service 
discovery, and segmentation and 

0 

0 

Sewlces provided: 

the Link manager. 
start transmission in s 



level abilities each device supports. 
Interoperability at the application level 
requires identical protocol stacks. Different 
classes of Bluetooth devices (Pc's, 
handhelds, headsets, cellular telephones) 
have different compliance requirements. 
More functionality would be expected from 
cellular phones, handheld and notebook 
computers. To obtain this functionality, the 
Bluetooth software framework will reuse 
existing specifications such as OBEX, Human 
Interface Device (HID), and TCPllP rather 
than invent yet another set of new 

Device compliance will require conformance 
to both the Bluetooth Specification and 
existing protocols. As far as FLYWAY is 
concerned, the following 3 functions would be 

Device discovery 
Peripheral communication 
Audio communication and call control 

regular intervals to listen 
order to re-synchroni 



he Bluetooth baseband provides 
user protection and information 
privacy mechanisms at the 
physical layer. Authentication and 
encryption is implemented in the 

same way in each Bluetooth device, 
appropriate for the ad hoc nature of the 
network. Connections may require a one- 
way, two-way, or no authentication. 
Authentication is based on a challenge- 
response algorithm. Authentication is a key 
component of any Bluetooth system, allowing 
the user to develop a domain of trust 
between a personal Bluetooth device, such 
as allowing only the owner's notebook 
computer to communicate through the 
owner's cellular telephone. Encryption is 
used to protect the privacy of the connection. 
Bluetooth uses a stream cipher well suited for 
a silicon implementation with secret key 
lengths of 0,40, or 64 bits. Key management 
is left to higher layer software. 

Bluetooth's Bandwidth 

from figure 5:l at right, this is sufficient for 
telephony, but not quite enough for video 
conferences and public radio. Such services, 
along with video and TV, would have to be 
provided by other means. 
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DTCP VISC Overview 
DTCP V1 SC - DTCP Volume 1 Supplement C “Mapping DTCP to Bluetooth” 

Describes how DTCP AKE (authentication and key exchange) commands are carried via AVDTP services and how the DTCP 
Content Encryption Format IS applied to the RTP packet. 

AVDTP - AudioNideo Distribution Transport Protocol 
The transport mechanism and mesa e formats of the AVDTP are based on the RTP as defined in the RFC 1889 “A Transport 

L2CAP - Logical Link Control and Adaptation Protocol 
LMP - Link Manager Protocol 

- 

- 
Protocol for Real-Time Applications”. 1 VDTP specification defines RTP protocol on links that apply to the L2CAP connections. 

ICONTEN 


